
 

 

Test 6 

MODEL ANSWERS 

NOTE: Model answers are not the absolute Answers. They are provided to help 

students for understanding the dimensions and attributes of Answer Writing 

Q.1)  Tele-Medicine can play an important role in health sector as it gives advantage of last 
mile connectivity of health services. Discuss                   

 
Telemedicine is a synergy of medical science and Information technology. It can be defined as 

the delivery of healthcare services using ICT when distance separates participants. 

It allows healthcare providers to evaluate, diagnose and treat patients using technology, such 

as video conferencing, without the need for in-person visit.  

In India, majority population still resides in rural and remote areas. Residents of these areas 

lack access to healthcare. Telemedicine has the potential to bridge this distance and facilitate 

healthcare such areas. 

Benefits in India:  

1. Increased access to health care: Doctor to population ratio in India is 1:921. 

Telemedicine can provide access to remote areas. 

2. Less out of pocket expenditure for patients as they don’t need to visit multiple doctors 

and multiple cities. Efficient and Cost effective 

3. Tele Medicine has no social barrier unlike those exists in villages. 

4. Can help in reducing IMR, MMR and various other SDG indicators→ India can become 

model for other developing and third world Nations. 

5. Improves health outcomes: Early diagnosis and treatment often provide improved 

health outcomes.  

6. Access to specialists: Instead of driving to a medical practice, patients can get immediate 

access to the specialist from anywhere in the world. 

Challenges In India: 

1. Perspective of medical practitioners: Doctors are not fully convinced and familiar with e-
medicine. 

2. Patients' fear and unfamiliarity: There is a lack of confidence in patients about the 
outcome of e-Medicine. 



 

 
3. Lack of Infrastructure and technical constraints 
4. Literacy rate and diversity in languages: Only 65.38% of India's population is literate with 

only 2% being well-versed in English. 
 
Telemedicine has been changing the current paradigm of health care, allowing improved access 

to patients. Government has also set up National Tele Medicine portal and Orissa is bringing in 

a new Tele Medicine policy. Ayushman Bharat also includes Tele-health development ideology.  

However, there has to be a balance between total dependence on computer solutions and use 

of human intelligence. Time alone will tell that Telemedicine is a “forward step in a backward 

direction” or to paraphrase Neil Armstrong “one small step for IT but one giant leap for 

Healthcare” 

Q.2) Discuss the potential threats of Cyber attack and the security framework to prevent it  

From infiltrations on infrastructure and data breaches to spear phishing and brute force,  

A cyber or cyber security threat is a malicious act that seeks to damage data, steal data, or 

disrupt digital life in general. Cyber attacks include threats like computer viruses, data 

breaches, and Denial of Service (DoS) attacks. 

Social media privacy, emails, bank transaction details, online trading credentials are under 

threat. According to a report, the global economy is going to face a loss of 5.2trn USD over the 

next 5 years because of cybercrime, with insurers, banks, and capital markets facing a 700bn 

USD hit. 

Cyber attack Potentials  

Cyber terrorism: It is premeditated, politically motivated attack against information, computer 

systems, computer programs, and data which results in violence. 

Digital Data Threat: Growing online transactions have generated bigger incentives for 

cybercriminals. Besides, establishments looking to mine data (customer information, results of 

product surveys, and generic market information), they also create intellectual property that is 

in itself an attractive target. 

Cyber warfare: It involves the actions by a nation-state or international organization to attack 

and attempt to damage another nation’s computers or information networks. 

Cyber Infrastructure Concerns: Most equipment and technology systems are vulnerable to 

cyber threats just like any other connected system. Although the government has set up 

National Critical Information Infrastructure Protection Centre (NCIIPC), it is yet to identify and 

implement measures to protect critical information infrastructure. 



 

 
Security Framework 

The nodal cyber security agency of the Indian government, Indian Computer Emergency 

Response Team (CERT-In) always provides warning about possible phishing attacks. The 

National Cyber Security Policy of 2013 was formulated to ensure a safe cyber ecosystem by 

taking necessary steps and strengthening the cyber network. 

The Central Government has rolled out a plan for the establishment of the Indian Cyber Crime 

Coordination Centre (I4C) to address the issues related to cybercrime in the country 

cooperatively. 

The National Critical Information Infrastructure Protection Centre (NCIIPC) has been established 

for the protection of critical information infrastructure in India.  It became mandatory for the 

organizations to report all cyber security incidents to CERT-In. 

Crisis Management Plan has been formulated to counter cyber-attacks and cyber-terrorism. 

The government decided to audit government websites and applications before their hosting.  

The data published by the Data Security Council of India (DSCI) showed that India has been the 

second most cyber-attacked country between 2016 to 2019. Taking all necessary steps the 

cyber attack could be avoided and it will further strengthen the Digital India initiative. 

Q.3)   Crypto-currencies are expanding its tentacles. Discuss its concerns 
 
A crypto currency is a digital or virtual currency that uses cryptography for security. A crypto 

currency is difficult to counterfeit because of this security feature. Many crypto-currencies are 

decentralized systems based on blockchain technology, a distributed ledger enforced by a 

disparate network of computers.  Recently, Facebook announced new global digital currency, 

Libra.  

Concerns- 

• Monetary control and economic behaviour- It could dramatically change global monetary 

policymaking. People will exchange their national currencies—dollars, Euros, Rupees—for 

the new digital coin in order to buy and sell the many products that will be priced in it. This 

will further impact profit of banks and will put stress on their balance sheet. 

• Inflation- Governments and policymakers will have reduced ability to control inflation. 

Usually, when inflation picks up, central banks take steps to control it through various 

monetary rates. Crypto-currency will be out of control of central bank so liquidity control 

will be an issue.  

 



 

 
• Privacy Concerns- The privacy of users’ data is at stake. There is concern regarding privacy 

of users data in using crypto- currencies as all the transaction information is stored in 

distributed ledger (called blockchain), which is publicly visible. Thus Hacker can easily 

observe how the money flows. 

• High Volatility- The price of Bitcoin suddenly rose to almost $20,000 and then dropped to 

$6,000. Due to such incidents, it is complicated for the investors to trust the ecosystem. 

• Cyber security Concerns- Crypto-currencies are prone to cyber security breaches and hacks. 

Various attacks are common, even companies and governments are not full proof to them. 

For example, the Swiss blockchain company, Trade.io, has recently reported that crypto 

tokens worth almost $8 million have been stolen from their cold wallet. 

• Dark activities - The possibility that the new money will nurture illicit activities and 

markets like drug selling, weapons etc through darknet is always high using crypto-

currency anonymously. It also increase risk for being in various terrorist activities across the 

border. 

Q.4)    Define Active and Passive Immunity. Discuss the challenges regarding vaccination in 
India                            
 
Immunity is defined as the body’s ability to protect itself from an infectious disease. When you 
are immune to a disease, your immune system can fight off infection from it. 
 
Active immunity refers to the process of exposing the body to an antigen to generate an 

adaptive immune response: the response takes days/weeks to develop but may be long lasting 

even lifelong. Active immunity is usually classified as natural or acquired.  

Passive immunity refers to the process of providing IgG antibodies to protect against infection; 

it gives immediate, but short-lived protection several weeks to 3 or 4 months at most. Passive 

immunity is usually classified as natural or acquired. The transfer of maternal tetanus antibody 

(mainly IgG) across the placenta provides natural passive immunity for the newborn baby for 

several weeks/months until such antibody is degraded and lost 

Challenges in Vaccination 

▪ Population and Health worker Ratio 

▪ Health Infrastructure Diversity among States 

▪ Logistics and Technological Reasons 

 
 



 

 
Q.5)  Left-Wing Extremism (LWE) is showing a downward trend, but still affects many parts of 
the country. Briefly explain the Government of India’s approach to counter the challenges 
posed by LWE                                                           

 
Explain about left wing extremism and security challenges associated with them. 

Left Wing Extremism is one of the greatest internal security challenges faced by India in past 

few decades. This trend has reduced substantially over the period of time due to a constructive 

measures adopted by India in reducing its effect. 

Measures taken by Government to reduce effect by LWE 

• Infrastructure development 

• Health and education 

• Forest rights 

• Administrative changes 

• Empowering security forces 

• SAMADHAN doctrine of Home Ministry. 

Q.6) Discuss India’s achievements in the field of Space Science and Technology. How the 
application of this technology has helped India in its socio-economic development 
 
Introduction to Space Science and Technology and ISRO Role  

Achievements of INDIA in Space and Technology   

• Mars Orbiter Mission 

• PSLV  

• GSLV 

• CRYOGENIC Technology 

• NAVIC 

• CHANDRAYAAN 

• MANGALYAAN 

• Space Capsule Recovery 

Socio-Economic development through application of space technology 

▪ Agriculture 

▪ Health 

▪ Environment, Disaster  

▪ Education 



 

 
▪ Navigation 

▪ IT  

In these ways, the space program has given a push to every aspect of our national policies and 

programs contributing widely towards socio-economic, development of India, besides 

economic and scientific progress. It is time to make the application of space technologies to 

everyday lives. There is lot of scope and potential in this regard. 

Q.7)  Blockchain technology is often seen in news, what do you understand by Blockchain 
technology. Discuss its applications and challenges associated with 
 
Blockchains are a new data structure that is secure, cryptography-based, and distributed 

across a network. The technology supports crypto currencies such as Bitcoin, and the transfer 

of any data or digital asset. 

A Blockchain is a digital, immutable, distributed ledger that chronologically records transactions 

in near real time. In simple words, it is an interlinked and continuously expanding list of 

records stored securely across a number of interconnected systems. 

Advantages of Blockchain technology 

• Security: Data in Blockchain technology is almost open source- other users or developers 

have the opportunity to modify it as they see fit. However, altering logged data within a 

Blockchain incredibly difficult. This makes Blockchain a particularly secure technology. 

• Cost efficient: Blockchain allows peer-to-peer and business-to-business transactions to be 

completed without the need for a third party, which is often a bank. Since there's no 

middleman involvement tied to Blockchain transactions, it is cost-efficient. 

• Decentralization: Due to decentralized networks, Blockchain does not have a single point of 

failure and is better able to withstand malicious attacks. 

• High Quality Data: Blockchain data is complete, timely, accurate, consistent and widely 

available 

• Simplification in data management: With all data collected in single public ledger, it 

reduces the clutter and complications of multiple ledgers 

Applications of Blockchain technology 

• Healthcare: Blockchain technology can enhance public health by creating a secure and 

flexible ecosystem for exchanging electronic health records (EHRs). This technology could 

also make the space more transparent by creating provenances for critical drugs, blood, 



 

 
organs, etc. In addition, by putting all medical licenses on a Blockchain, fraudulent doctors 

can be prevented from practising. 

• Education: Student records, faculty records and educational certificates can be maintained 

with the application of Blockchain technology. Blockchain can also simplify certificate 

attestation and verification. It could even transform the manner in which the policy for 

educational inclusion is framed by bringing in base uniformity in the tracking of national 

metrics. 

• Agriculture: Blockchain technology can be used to increase transparency, reduce 

complexity and cost in food-based value chains by enabling trustworthy provenance and 

traceability from farmer to consumer. Other possible applications include the use of 

blockchain technology to record and manage agricultural land records as well as agriculture 

insurance 

• Civil Registration: The civil registration process can be simplified through the application of 

Blockchain technology to create distributed citizen registration platforms and even register 

vital events such as births and deaths on a blockchain. This can help make citizen records 

tamper-proof, resilient, secure and private, thus providing wide-ranging benefits for a 

variety of stakeholders. 

• Defence: Blockchain technology can be used to efficiently maintain and track information 

regarding defence infrastructure and computer 

• Governance: Blockchain technology can be used to check government corruption, increase 

efficiency and transparency. Linking file and data movement between departments through 

a Blockchain would increase visibility into the process and ensure that the data/file moves 

forward in real time. 

• Banking and Financial Sector: Blockchain technology can be used in money transfers, 

record keeping and other back-end functions in the bank. 

Q.8) Explain cloud seeding mechanism. Can it be a game changer for India? Discuss its 

significance and challenges associated with it                                          

Cloud seeding or weather modification is an artificial way to induce moisture in the clouds so 

as to cause a rainfall. In this process, either silver iodide or dry ice is dumped onto the clouds 

by using an aircraft or an artillery gun which leads to a rain shower. Cloud seeding does not 

create new clouds. It increases the amount of rainfall by 10-15% from existing clouds by 

adding tiny particles called ice nuclei to the clouds. Inside the seeded clouds, water vapour 

freezes onto the particles. These heavier frozen particles fall towards the ground as rain. Cloud 

seeding materials are released via ground-based and/or airborne systems. The most common 

cloud seeding materials are silver iodide and dry ice.  



 

 
There are three methods for Cloud Seeding 

▪ Hygroscopic cloud seeding disperses salts through flares or explosives in the lower 

portions of clouds. The salts grow in size as water joins with them. 

▪ Static cloud seeding involves spreading a chemical like silver iodide into clouds. The 

silver iodide provides a crystal around which moisture can condense. 

▪ Dynamic cloud seeding aims to boost vertical air currents, which encourages more 

water to pass through the clouds, translating into more rain. 

There are some challenges associated to it: 

▪ Costly: It involves processes such as delivering chemicals to the sky and releasing them 

into the air by flare shots or airplanes, which involves huge costs and logistic 

preparation. 

▪ Abnormal Weather Patterns: it might ultimately change climatic patterns on the planet. 

Places that normally receive moisture might start experiencing drought due to the 

artificial process of adding chemicals to the atmosphere to stimulate rain. 

▪ Pollution: As the artificial rain falls, seeding agents like silver iodide, dry ice or salt will 

also fall which are considered toxic 

Hence, cloud seeding a popular technique to modify the weather and increase some chances of 

precipitation. Though the challenges associated with it not make it feasible for PAN India so our 

main focus should be towards climate protection and improving irrigation facilities 

Q.9) what do u understands by natural hazard and disaster?  Discuss the composition and key 

role of NDRF in disaster management                                                                            

A natural hazard only poses a theoretical threat to life, property, environmental and 

economical impacts. Most hazards remain dormant or non-threatening, with only a theoretical 

level of harm. However, once a hazard becomes "active", it can create an emergency 

situation, which could harm life, property, environmental and economical impacts. This can 

lead to a natural disaster. 

A natural disaster is the impact of a natural hazard that impacts the society or environment in 

a negative way. This can quickly become out of hand. They can spread tens of kilometers in a 

matter of hours destructing houses within minutes, clearing everything in its path.  

The Ministry of Home Affairs, Government of India created the National Disaster 

Management Authority under which an agency called National Disaster Response Force was 

established in 2006 in Delhi. The Disaster Management Act has statutory provisions for 

constitution of National Disaster Response Force (NDRF) for the purpose of specialized 



 

 
response to natural and man-made disasters. Accordingly, in 2006 NDRF was constituted with 

8 Battalions. 

At present, National Disaster Response Force consists of 12 battalions, three each from the 

BSF and CRPF and two each from CISF, ITBP and SSB. Each battalion have 18 self-contained 

specialist search and rescue teams of 45 personnel each including engineers, technicians, 

electricians, dog squads and medical/paramedics. The total strength of each battalion is 1,149. 

All the 12 battalions have been equipped and trained to respond natural as well as man-made 

disasters. Battalions are also trained and equipped for response during chemical, biological, 

radiological and nuclear (CBRN) emergencies.  

Role and Mandate of NDRF in Disaster Management:  

• Specialized response during disasters. 

• Proactive deployment during impending disaster situations. 

• Acquire and continually upgrade their own training and skills.  

• Impart basic and operational level training to State Response Forces (Police, Civil Defence 

and Home Guards) and Community Capacity Building Program. 

• Organize Public Awareness Campaigns. 

National Disaster Response Force has saved millions of life and played an important role not 

only during the time of disaster but also rehabilitating people after the disaster. Their skills of 

dealing from floods to manmade hazards make them an important cog in the disaster 

management machinery. 

Q.10) Privacy and security of data are the new challenges of 21st century. Discuss the 

measures taken by the Government to secure data.                                                        

Data can be defined as information that has been translated into a form which is meaningful 

and is efficient for movement or processing or analyzing.  

In the 21st Century where the globe is getting digital and data exchange is a part of our daily 

life routine, protection of data is a major challenge. Previously data breach use to happen in 

the field of defence, science technology, political secrets etc but now personal data is the new 

target. The term “personal data” refers to all personal information that’s used to identify a 

person. The best-known types of personal data include: Email address Phone number Credit 

card information social media information etc. 

Data protection refers to policies and procedures seeking to minimise intrusion into the 

privacy of an individual caused by collection and usage of their personal data.  In India, usage 



 

 
of personal data or information of citizens is regulated by the Information Technology 

(Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) 

Rules, 2011, under Section 43A of the Information Technology Act, 2000. The Rules define 

personal information of an individual as any information which may be used to identify them. 

Government has taken lot of steps to secure data. A commission was setup under the Justice 

BN ShriKrishnan who not only recommended the policy for securing of data but also for the 

Data- Localization so the data should not be misused by the foreign conglomerates.  

On the recommendation of Justice BN Shrikrishnan Ministry of Electronics and Information 

Technology drafted Data Protection Bill. 

Data Protection Bill: 

• The Bill regulates the processing of personal data of individuals (data principals) by 

government and private entities (data fiduciaries) incorporated in India and abroad.  

Processing is allowed if the individual gives consent, or in a medical emergency, or by the 

State for providing benefits. 

• The data principal has several rights with respect to their data, such as seeking correction or 

seeking access to their data which is stored with the fiduciary.  

• The fiduciary has certain obligations towards the individual while processing their data, such 

as notifying them of the nature and purposes of data processing. 

• The Bill allows exemptions for certain kinds of data processing, such as processing in the 

interest of national security, for legal proceedings, or for journalistic purposes. 

• The Bill requires that a serving copy of personal data be stored within the territory of India. 

 Certain critical personal data must be stored solely within the country. 

• A national-level Data Protection Authority (DPA) is set up under the Bill to supervise and 

regulate data fiduciaries. 

Hence, Government have taken significant steps in the field of Data Protection but more efforts 

are required towards making people aware of data literacy . 

 


